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Uncover Hidden Intel like a pro hacker

© é &




Browsers & Access
Tools

Access the Dark Web Securely

e TOR Browser — The gateway to the
Dark Web.

e TOR2Web - Access .onion sites
without Tor.

e Onion.live - Find working onion
links.



Search Engines
(Dark Web Google!)

Dark Web Search Engines

e Ahmia - Clean interface for Tor search.

e HayStack — Advanced search engine for
onion sites.

e Tor66 — Classic dark web search engine.

e Torch - The oldest search engine on Tor.

e Onion Engine - Simple and fast onion
search.



Data Leak & Breach
Checkers

Check Leaks & Breaches

e DeHashed - Search breached data.

e HavelBeenPwned - Check if your email
was leaked.

e Library of Leaks — Database of leaked
credentials.

e Aleph - Deep search into leaked data.



Cyber Threat Intel
Tools

Threat Intelligence & CTI Tools

e DeepDarkCTI - Collects CTl data from
dark sources.

e TorCrawl.py — Crawls and extracts onion
pages.



Encryption &
Security

Encryption Essentials

PGP Tool - Encrypt, decrypt, and verify
PGP messages.



Telegram Intelligence
Tools

Telegram OSINT Tools

e Telemetry — Search Telegram
groups/chats.

e LeakOSINT - Telegram bot for data
leaks.

e UniversalSearchBot - Telegram bot for
onion data.



Onion Link
Directories

Find Active Onion Links

e Tor.link = Curated onion links.

e DarkwebDaily.live - Updated onion
directory.

e The Hidden Wiki — Classic list of onion
sites.



